SCS Cable Enterprises 

A Guide to:

ADDRESSABLE CABLE TV SYSTEMS : 

The writing approach is deliberately angled towards the goal of every

Cable TV operator; Increased revenue.

We will look in depth at just how control software, encoding equipment and addressable set-top boxes perform in a modern Pay TV operation. Finally, will analyze advanced options and economic realities associated with the systems, concluding with advantages and disadvantages in order to present the technology in an objective light.

The existence of an addressable cable TV system is nothing new. With the first addressables being installed in the late 1970’s, the technology can now boast a 25-year history. What is new, particularly over the past few years, is the emergence of addressable systems that are affordable to all cable operators. Previously, only the largest operations could justify the outlay and risks involved, but, as a result of manufacturing competition in the 1990’s, system prices have now fallen dramatically. Decoders, the heart of an addressable system, can be bought today for under PHP 1000, and the cost of supporting head-end equipment has also tumbled down. But this is not the only good news for cable operators. As prices have fallen, operators have demanded more for there money; Features that were luxuries only a few years ago are now considered standard, and a whole new selection of advanced features have filled the void.

There has never been a better time to invest in the future, with low prices and high attractions easing the marketing strains of the past. Cable operators implementing new systems have been able to wield unprecedented control at the same time as offering their subscribers set-top boxes they actually want to use. Gone are the days of persuading people to put

an ugly box on top of their TV. The attractive new generations of set-tops are packed with so many features, users are only too happy to take them in.

Additional revenues for Pay channels

How to charge for the service?

Traditionally, channels broadcast have been charged for collectively, using a fixed monthly payment of any around Php 500. But with such a method, beyond the fixed monthly charge, the cable operator cannot collect or justify additional charges... due to lack of individual billing. 

The finance of a cable system has become more complex recently. With the introduction of so-called ‘premium’ satellite channels, the cable operator is forced to pay heavy subscription charges to remain up-to-date and competitive with his rivals. It is up to the cable operator to then reclaim the money spent; by increasing revenue generated from cable TV subscription.

It is not fair that all subscribers have to pay for PAY channels, whether they watch them or not. This is so because the cable operator does not have the means of billing a subscriber on an individual basis. The future can only get more complicated; more channels, most of which will be premium-satellite, “Pay TV” style, will increase the financial pressure.

So what’s the way out of this payment spiral? How can operators increase

subscription revenue to counter the constant premium channel demands?

The answer lies with payment structures, brought about with the introduction of

scrambled channels.

If operators can SCRAMBLE channels such as PBO and STAR MOVIES, to really control channel transmission, then a charging structure can follow. And it’s a charging structure that can then apply to all future Pay TV channels, such as ESPN2, HBO2 and others.

But what, exactly, is ‘Scrambling’? It’s certainly a fashionable terminology, but sometimes it is misunderstood. It’s the electronic process by which Video and Audio reception of a channel is made unintelligible except to those who posses special equipment that can put together, or ‘Descramble’ the scrambled signals. We will look in detail at just what this

means latter, but for now let us continue with the payment of channels using the ‘charging structure discussed.

Until now there were no affordable systems available that would allow cable operators the control to charge subscribers on an individual basis. It’s this idea of treating each user as a separate entity that moves cable TV on from old-style “blanket” charges, to a new dynamic approach. When the users are individually served, both the justification and the means exist for a money generating, charging structures The last few years have seen advancements in exactly this area. With the establishment of low-cost Addressable Cable TV Systems ( ie:SCS-1000 ) , the scrambling of premium channels is made possible. And with the ability to scramble, comes this ability to target services and thus increase revenue. Addressable Cable TV Systems allow the cable operator to scramble any channel. That is to say, the TV signal received at a subscriber home is authorized or not, completely at the control of the cable operator. A fundamental concept of addressibility is the almost unlimited choices available. It is a programming tiered system, which means there are clear levels of control. All channels do not necessarily need to be scrambled. In the simplest form, no scrambling is performed at all. This is known as a ‘Basic’ tier. Existing local TV broadcasts are likely to fall into this level.

The next tier, where the scrambling of each channel is controlled, is known as ‘Premium’. This is perhaps most likely to develop within the Philippine market, with channels such as Star world. Finally, the highest tier that of ”Pay-Per-View” can allow operators to scramble, not just channels, but individual programs. When broadcasts can be controlled within slots of time in this way, subscribers can pay only for what they view. 

Though perhaps not obvious, this method has proven in worldwide markets to be the highest revenue earner. The levels of control don’t stop there. In addition to those described above, user levels and program levels are extensively supported. The SCS-1000 addressable systems allow as many as 16 user levels and 16 program levels. This means social and cultural sensitivities can be accommodated with full programming options. Government restrictions, religious, political, racial, adult and violent programming; can all be graded in such a way that correlates the suitability of the user with the transmission.

The “Addressibility” concept. 

“Addressibility” is the control of the cable subscriber base, such that every user is uniquely identifiable. The idea is very similar to the address of a persons home. Each set-top in an addressable system has a unique address. A number programmed inside the unit that identifies it from all other set-tops in the system. When each set-top is uniquely identifiable it becomes simple for the head-end, given the right equipment, to turn on and off the scrambling of each chosen channel or program.

For example, if user 344 has not subscribed to STAR movies channel, at the click of a button user 344 can be de-authorized from watching STAR movies. And if they now call up to subscribe.... another click will enable clear reception.

The idea is all based around the internal number of each addressable set-top; the set-top “address”. A good way to think about an addressable cable system is to think about directing programs and channels exactly to those users suitable. For example, a big basketball fan is surely going to want a premium sports channel, and so such viewers can be directly “targeted”. Addressibility lets the scrambled channels find the right viewers by “targeted viewing” from the head-end. It must be the aim of each cable operator to please every Sports, Movie, News, Cartoon or General Interest fan, in order to

gain maximum revenue!

Pay TV options

Pay TV methods have been established over the last 15 years or so and can be broadly viewed as two options:

1) Traps

2) Addressable Converters

Both these options supply levels of ‘secure’ programming. Broadly speaking, traps offer low security and addressable converters offer medium to high security. The exact level depends entirely on the scrambling technique used in both cases. The Pay TV options can be broken down further of course. For example, you can use, or may already be using, negative or

positive traps. Similarly, the domain of addressable converters is by no means one option. Currently available addressable converters provide a range of configurations, including one-way operation or return-path, pay-per-view or fully interactive, digital or analog... the list goes on. 

In the Philippines, Thousands of TV’s require channel expanders (Channel selectors) because these TV’s do not have the ability to receive all channels. Also, such TV’s don’t have remote controls for channel/volume changes, or even turning off the power of the TV. Here in the Philippines our options are either to use the Channel selectors set-up and then have the additional cost of operating traps, or kill two birds with one stone by using addressable decoders, which offer the features then the Channels selectors, traps and some more besides. Strictly speaking, for most households in Philippines, two options exist for Pay TV; Addressable Decoders against traps (with channel selectors necessary).The decision between these options, for anyone setting up a cable TV system from scratch, is quite simple.

 Addressable converters by far out-weigh traps in almost every respect. The following disadvantages of traps give rise to this conclusion;

Traps have a low security level.

The piracy of trap-based systems is well documented; though this is a cheaper option, the security level is not high.

 Traps have very little versatility.

Having decided upon a set-up, changing that set-up is costly, troublesome and time consuming.

Trap operation often relies on physically hiding the device at the user-end; this almost always means burying. Again, this practice is out-dated and troublesome.

It is important to consider the direct comparison between Channel selectors with traps and addressable decoders. Channel selectors in Philippines, with remote and volume control, are selling in the range of Php 2,000 to Php 3,000. These selectors are a considerable investment by a subscriber and they will not be replaced for a long time once the consumer has purchased. These selectors must then be added to the cost of traps; one trap for every Pay TV channel. 

For about the same money, a cable operator can use a much higher quality addressable decoder, which will do all the functions of a normal set-top converter and offers the cable operator a future option to start scrambled channels, whenever he is ready. There is no need for the cable operator to use set-top converters when they can use an addressable decoder. With knowledge of trap disadvantages and a knowledge of how hidden costs distort the balance, it is easy to see why new operators almost always implement addressable decoder systems. 

You can forget the digging in the ground and hiding hardware; the user-end is now fully incorporated within the addressable set-top converter. The difference to the user is that now they have many more features and instead of talking about a selector they will talk about a decoder. 

Control software, encoding equipment and addressable set-top boxes (STB) 

 The highest level is the Subscriber Management System (SMS) and Computer Control. This is where the subscriber information is stored and controlled. The data generated by the SMS is then passed to a Conditional Access (CA) module. The CA, which is the second level of hierarchy, takes the data and assigns it in a conditional manner. The access and security are then applied before encrypted data is passed on. The third level of hierarchy is the Encoding unit, where depending on the exact set-up, up to 114 channels are scrambled. 114 channels are necessary to allow for future developments involving wide bandwidth cable. After the signal encoding, the signals are modulated, combined and distributed in the normal way. It should be noted that addressable systems do have an upper user limit, but for most systems, this figure is millions and thus unlikely to be a serious drawback. 

ADDRESSABLE SYSTEM BREAKDOWN

In a hierarchical structure the following sections make up the system:

The Subscriber Management System (SMS) /Computer

Control

Conditional Access (CA) ( SCS-1000 )

The Encoder ( MVP-II )

The Signal Distribution / Decoder ( CFT22** )

THE MANAGEMENT SYSTEM

The computer management of a modern Cable TV network is known as a ‘Subscriber Management System’ or SMS. It is, for the system operator, the most important component of the Cable TV package. To run a seamless and smooth system, the SMS must be both user friendly and complete with enough functions to make operations easy. 

The management software is where the subscriber information is stored and controlled. This statement provides a lot of scope. In fact, the operator has a whole range of options to manipulate addressibility through the management system; Management of the system can be almost fully automated or manually controlled, users can be assigned levels of authorization, be grouped together or individually addressed (this is just part of the concept of Tiering). It is this flexibility that ensures the ease of operation. Like most aspects of cable TV, management software has exclusive vendors who offer perhaps the widest range of options for system management. However, a few addressable system manufacturers provide their own software which, since it’s been purpose-designed, invariably offers smoother operation.

Collectively, many SMS packages incorporate such features as:

SUBSCRIBER MAINTENANCE

In addition to equipment inventory on each decoder,

information on each subscriber is stored. Detailed records

list subscriber personal data, with fields ranging from

Geographical Address and User Remarks.

This searchable subscriber-data is

linked directly to corresponding user Account Histories,

Billing, Equipment used and other relevant details; it

makes subscriber maintenance a simple and intuitive

operation, which is as fast as a few, clicks of the mouse.

PAY-PER-VIEW MODULES

For the Pay TV operator, the product is the service. It’s essential therefore, to provide not just good programming, but

smooth, efficient and professional programming. Within some SMS, Product Management Systems allow the use of

multiple programming packages to increase viewer ship. The assignment of packages, from Pay-Per-View to Basic-tier, is

scheduled and maintained, with marketing access for support in promotional and advertising strategies.

HARDWARE SETUP

The flexibility of an addressable Pay TV setup means not just software parameters. Increasingly, operators need to adjust

hardware settings such as frequency-channel tables. A good SMS will accommodate this as a hardware setup. Additionally,

hardware security can be controlled with options to initiate Electronic Counter Measures (ECMs). ( silver bullet )

PROGRAM CATEGORY / SCHEDULING ENQUIRES

Each broadcast event is given time slot information and category ratings to provide accurate and protective transmission.

FULL-FEATURE HELP

Extensive support using notify messages and /or pre-defined keys.

MESSAGING CONTROL

Traditional Pay TV scrambling systems, with messaging support, require message-editing software in the control studio. Modern SMS will incorporate both Message Management and Message Editing under the SMS umbrella. The management software is where the subscriber information is stored and controlled. This statement provides a lot of scope. In fact, the operator has a whole range of options to manipulate addressibility through the management system.

The change in a control studio with a good SMS running is both revolutionary and simple. Current records that you already have on each customer will be accessible in the computer database. Customer service operators can then be employed to work with the management system. Each operator can be given an authority level to further increase your security of the

invaluable information. If Impulse-Pay-Per-View (Impulse PPV) is your requirement, the management system can handle the change in operation. That is to say, if a customer decides on impulse that he/she wants to view the Pay TV movie at nine o’clock, they

text our SMS database 15 minutes or more before, and they’ll be authorized to watch. This system is fully automated using a Pre-paid cable card systems, and by adding an ARU (automated response unit) or an ANI (automatic number identification) unit.

The software management is the operator’s control of the whole addressable network. It controls the management in a way that smoothly and securely runs the system, allowing the Cable TV bosses to worry about other things, like signing

more subscribers!

CONDITIONAL ACCESS (CA) SCS-1000

The database information relating to each subscriber in the SMS is constantly changing. With Pay-Per-View events, billing transactions, user messaging and other functions dynamically updating, there is a stage when information must be passed for electronic hardware control. This next stage is handled by a ‘Conditional Access’ (CA) head-end operation. Conditional

Access, as the name implies, deals with conditionally allowing access to broadcast channels and their associated services. 

It performs the access control by processing a series of decisions for each SMS information exchange. The process is sometimes called Subscriber Authorization Control (SAS) and it provides Entitlement Management Messages (EMMs) and Entitlement Control Messages (ECMs) to the Set-top boxes (STB). Only those entitled viewers can access the content at the

STB (Subscriber) end. Every programming event, for every subscriber, at every level of authorization, must be handled. And each command coming from the CA system must be

encrypted with high security keys to ensure data security. The CA must be fast and efficient but above all else, precise. Errors in access are unacceptable which is exactly the reason that professional CA systems are indispensable for the modern Pay TV network.

ENCODING

When the system control parameters are identified in the SMS and processed with CA, the information is transferred to processing computers. Physically, these may be separate units operationally transparent to the user (operators should never need to work on them).

The processing computers handle the timing of the control signals and convert control information (from the SMS/CA) into control ‘data’. This conversion is necessary so that data is suitable for embedding into the vertical blanking interval (VBI) of a TV channel video signal. We will describe the process in detail in a moment. The actual embedding of data is performed in an encoding unit; the ‘Encoder’. The Encoder has two primary functions;

1) To Add (embed) the controlling data into the unseen region of the video (VBI).

2) To collect all incoming Video and Audio signals and scramble them as directed.

When the Encoder completes these two tasks, the signals can be output and modulated, ready for transmission. All this happens in real-time, so data is added and signals are scrambled ready for transmission every second. An Encoder looks very similar to a modulator; it fits in the studio rack in the same way. The front panel is typically simple, with just power and indicator lights. This simplicity is deliberate, for like the processing computers, the operation of Encoders is largely transparent. The Encoder rear panel is also simple, with standard connections for Video, Audio, Data and Power.

DATA EMBEDDING
To fully understand the workings of a scrambling Encoder, we must consider how information (data) is transferred. Basically, this means considering the electronic communication between the head-end studio and each decoder. The significant operation to understand is the form of communication; digitally embedded “data”. Early systems used 32 bits on each video line, but now systems use 64 bits or 128 data bits per video line.

The actual process of data embedding is performed using a technique of signal multiplexing (a selective adding procedure) to attach the data onto the video signal. With data attached, the video signal can be sent to all decoders, where “reading” of the information takes place. The whole process can be thought of as something like a carrier pigeon message. The sender attaches his message to the bird, and the bird flies to the receiver(s). For TV transmission, the data (message) is attached to video (the bird) and sent to the decoders (receiver). Of all the areas of interest in Pay TV, in the end, the video scrambling effect is the first line of defense.

VIDEO SCRAMBLING

The visual effect that “scrambling” the video signal provides is often different for each Pay TV system manufacturer. This is one area where the security of a scrambling system can really be examined. Of course, scrambling system manufacturers will always tell you that there particular scrambling method is the most secure. But what is the reality? To answer the question let’s consider the most common scrambling methods used in the industry today;

FIELD INVERSION *

This is one of the simplest forms of video scrambling, where the video information is sent with reversed polarity. The TV set may or may not sync to it (depending whether the sync pulses are also inverted) if synchronization is possible, the visual image will be a negative picture - light areas are dark, and dark areas are light. Pictures are watchable, but only if you don’t

mind seeing blue faces, brown skies and red trees. A more sophisticated approach inverts only selected lines within the video frame. This would cause flicker or a superimposed pattern. Such an improvement would be less watchable since it soon causes eyestrain and headache. The main advantage of Video Inversion is cost; it’s generally a cheap method. But this is countered by low security levels.

HORIZONTAL / VERTICAL JITTER

Changing the horizontal and/or vertical sync pulses in the video signal, such that the TV synchronizes onto a time-varying position. Changing the horizontal pulses results in a TV image which shuffles right-to-left. Similarly, changing the vertical pulses results in an up-to-down shuffle. Jitter methods are rarely used alone because they leave the main TV content untouched. They are most likely coupled with another, more content-disrupting approach. The combined total then produces a visually annoying and unwatchable TV image.

SYNC SUPPRESSION *

The technique of Sync Suppression is widely used as a cable scrambling technique. It involves removal of the horizontal or vertical synchronization pulses, such that the TV set cannot lock onto the picture. This is an effective, and rather secures method, which gives a rolling effect on the TV. It adds some cost at the head-end since modulators and other head-end

equipment must be compatible.

SINEWAVE SYNC SHIFTING

The imposing of a sine wave onto the signal, after which the product is shifted (sometimes randomly) is a popular scrambling method. The approach works by careful addition of the sine wave (typically 15.75kHz) such that the TV set is “confused” to the point where they cease to function correctly. The result is a rolling image with dark vertical bands in the

middle of the picture. A weakness exists in this method when very light images are scrambled; the TV will often synchronies for a while, but generally the picture is unstable and cannot be watched. The method can be considered as a medium security approach, with costs reflecting this. The problem I see here is that with the Philippine ingenuity I fear this may be hacked all to soon.

POSITIONAL SCRAMBLING *

The re-positioning of the video content, with respect to time, is known as positional or delay scrambling. It has been a common scrambling method because it offers a good compromise between complexity and security. However, its popularity has made it well documented and this ultimately decreases it’s anti-piracy potential. The method works by shifting the active video in time, either by fixed amounts (about 900nS and 1800nS) or by variable

amounts. The variable method is much more secure, giving a scrambled TV image, which distorts severely in the horizontal plane.

LINE INVERSION *

Instead of inverting the entire field of video, Line Inversion reverses the polarity of selected groups of lines. Usually, choosing which lines are to be inverted, and which lines are to be left alone, is carried out in a pseudo-random fashion. The code to determine the sequence can then be encrypted allowing only authorized set-tops to Descramble. Looking at a Line Inverted image is something like watching TV through a Venetian blind. Slats of dark and light regions

flicker with time to severely strain the eyes. The security level of this method can be considered medium to high. The costs are typically medium.

CUT & ROTATE

A Cut and Rotate scrambling method is an example of digital video scrambling. The actual scrambling / descrambling is performed by storing the video form in memory and manipulating digitized lines. For Cut and Rotate, the digitized line is cut at a particular point and the two sections are rotated so that the last section becomes the first and visa versa. It is a very secure method, which gives a recognizably digital scrambling effect, with short horizontal lines randomly crossing the TV screen. The resulting image is not so much annoying but completely unrecognizable. The price to pay for such security is cost. Generally, digital scrambling techniques, because of the necessary digital components, are more expensive than their analog counterparts.

The list of video scrambling methods we have discussed is not exhaustive. There are many sub-categories and approaches not mentioned. The point is to examine the most common methods, since, for one reason or another, these methods have proved themselves in international markets. So we know a rough list of video scrambling methods... but which is the best? Some methods, such as Video Inversion, are recognized as a low security option, but are often cheaper because of it. A high security system, like Cut & Rotate, you’d expect to pay more for; is it worth it? * The MVP-II uses four of the above to maximize your Paso to security
OTHER ENCODING ISSUES

There are cases where an operator actually wants his customers to be able to view some of the screen, while still in a scrambled state. This might seem a strange idea at first, especially when we’ve discussed the importance of video transmission security in such depth, but can be a very good marketing idea. The practice is known as a ‘teaser’ and is used to show a potential viewer of a scrambled channel ‘what he could be seeing’. In such cases the customer views the scrambled image and because they can see roughly what’s broadcast, their

interest is captured and they text the SMS to subscribe. This kind of marketing tactic can be accommodated with advanced Pay TV systems. Particularly with a MVP-II scrambling approach, the operator can define levels of scrambling effect. Typically, 3 or more levels are given allowing high, medium and low concealment choices. 
Audio SECURITY *

Audio scrambling is normally simpler in approach, with just a few recognized scrambling methods. Generally, most of the video security principles apply (For example, operators might transmit a scramble-free audio as a form of teaser). Examples of audio scrambling methods are * Spectrum Upshift( as used by the MVP-II), Spectrum Inversion, Digital Encryption and Sub-carrier Jamming. All these methods work on the principle that typical audio signals will sound unintelligible after encoding. As such, for testing audio scrambling, human words usually give the best guide to the concealment level.

SIGNAL DISTRIBUTION & DECODERS

With the data embedded by the encoder, and the video and audio signals scrambled (if deemed necessary), the signals can be treated as any normal channel. Thus, modulating and combining at the head-end before system transmission. If the addressable system runs one-way operation, then the signal distribution itself is unaltered. Due to the technology of

the decoding equipment, the signal data on each channel can suffer quite serious degradation before it becomes unreliable, so no additional amplifiers (besides those already in normal operation) should be necessary. It is generally true that the visual quality of the video signal will become unwatchable before signal data fails. The completion of the distribution stage is the tapping of signals to the subscriber home and then on to the decoder. The decoder is the final stage of a standard addressable system, it is here that all signals are decoded (descrambled) and authorization is verified. All that remains after the decoder is the TV set.

The addressable decoder is basically an intelligent set-top converter. For the user it performs all the functions of the set-top converter and gives the advantages of extra features using modern interface practices (typically the On-Screen-Display). For the operator it gives high quality signal reception and full descrambling capabilities, controllable entirely from

the TV studio. Some common features included in good quality analog decoders include;

On-Screen Display (OSD)

Easy manipulation through available features listed on your TV screen. Typically displayed in menu form with color

backgrounds or text-overlay options.

Automatic tuning

No more manually tuning channels; Simple auto-scans and downloadable channel mapping are complimented with automatic tuning. Gives the best quality pictures, without hours spent tuning. RCA / Modulator outputs Gives interface options for both older and new TVs, providing both, video and audio outputs or an RF output. Messaging Reception of messages sent from the head-end, and displayed on the TV screen using an On-Screen Display (OSD). 

* An “addressable decoder” is the same as an “addressable converter”, an “addressable set-top” or an “addressable descrambler”. All four terms are commonly used and interchangeable. Throughout this text the most common term,

“addressable decoder”, will be used where possible.

** This company and its writer have no ties or affiliations with program providers mentioned within. Said programs are solely mentioned as examples only.
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